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The REAL ID ACT of 2005 isnot anational ID card butan INTERnational BIOMETRIC ID card

The world is being enrolled in an intemational biometric ID system through driver’s license/ID cards (DL/ID cards),
passports and other I D documents. The federal government attempted to impose biometricson state D in 1986.
Internaional biometric planswere laid in 1995'. Both predate 9/11.T he biometrics required by REAL 1D, other
security laws, initiaives, tredies and agreements, are not needed tools againg terrorism, but thefulfillment of a global
biometric ID sygem.

On March 1%, 2007 REAL ID’s “Notice of Proposed Rulemaking” (NPRM) was issued, revealing REAL ID’s global
biometric connection. Thethree main ettities drivingthis system are:

1. The Department of Homeland Security (DHS

2. The American Associaion of Motor Vehicle Administraors (AAMVA)

3. Thelntemaional Civil Aviaion Organization (ICAQO)

AAMVA isan internaional associaion of motor vehicleand law enforcement officials’. AAMVA isresponsible for
international biometric DL/ID card $andards and a(DMV-DPS data linking sydem, the“Driver License Agreement”
(DLA)". The most recent AAMVA DL/ID standard is the 2005 “Personal | dentification — AAMVA International
Specification- DL/ID Card Design.”” The 2005 DLAD gandard, DLA andvarious other document ¢andards are
requirements, cited in REAL ID"" and NPRM""'. AAMVA exercises grea influenceover intemational, federal and
saelevel DLAD card laws, evident in REAL ID (AAMVA is mentioned 30 timesin NPRM).

|CAQ monitors travelers, designed biometric“e-passports*” required for* Visa Waiver Nations™” and is affiliated
with the UN*. Global enrollment into the e-passport sygemis 50 million annually'. REAL 1D photos comply with
ICAO “biometricdatainterchange for mats”*"'standards, making stae photos compatible with global biometric
facial recognition gandards.

Together, DHS AAMVA and ICAO arefulfillingthethree elements necessary for a global biometric sysem.
1. Common “interoperable” document and biometric standards set by ICAO-AAMVA
2. Biometric enrollment (passports, DL/ID cards, military 1D, government employeel D, birth records, ec.)
3. Internaional daabase linking containing personal-biometricinformaion (DHSAAMA-ICAQO)
REAL 1D and NPRM require staes to: .
1. Adopt biometric photo ¢andards s¢t in ICAO 9303, a minimum resolution of 90 pixels between eye centers
2. To verify identification “breeder” documents and supporting documents through an online system (proposed
systems include DHS sponsored “federated querying™’ and AAMVAnet™")
3. Adopt documentation standards set by AAMVA
4. Link state databases and participate in AAMVA’s DLA

After issuing the NPRM, DHS released “20 Questions and Answers™"" about REAL ID. In it, DHSdenied:

e Creatinganaional ID cad

e Creating a national database on goplicats

e Requiring biometricsfor gaelD or goring biometric information from saelD
REAL ID is an INTERnational ID. DHS can “legally” access database information through the outdated “Drivers
Privacy Protection Act” (DPP A) and the DHS proposed “federated querying system.” REAL ID DOES require photos



compaible with facial recognition biometrics and any government agency accessing the linked da abase system can
use any gaephoto with facial recognition software, making it abiometric.

REAL ID standards make state databases “interoperable” and database linking will result in states losing control of
their ID sygem. T he DL/ID card controls our ability to buy, sell and move. While under g&ae control,thispower
remains under the control of the people who have accessto the lawmakersadminidering its use. REAL 1D placesthat
control under federal and internaional entities through laws, initiadives andtreaies, some of which are liged below.

FACIAL RECOGNITION — The Global Biometricof Choice

Facial recognition creates a digital, machine readable, map of one’s face. 3-D facial recognition potentially identifies
individuals in “real world” settings, addressing issues of lighting and movement, providingthetool for a surveillance
society like Great Britain with an etima ed 500,000 surveillance camerasin London and 7 million naionally "

On June 28, 2002, the I CAO, and its sta&keholders, unanimoudy endorsed the “ Berlin Resolution ” for “the use of
facial recognition as the globally interoperable biom etric for machine assisted identity confirmation with MRTD’s
(machine readable travel documents) ™ Why Fad a Recognition? Fadal recognition can useexisting digital

photo databases (enrollment) and is suitable for public sureillance.

FACIAL RECOGNITION TESTS -
Nati onal seaurity funds are wasted on biometrics. Facial recognition failures are highly documented™ even in

AAMVA’s 2003 “Intemnational Biometric Group” (IBG) report™'. The report “anticipates” (by two years), the linked
database requirements of REAL ID (300 million drivers), demonstrating AAMVA’s influence on federal legislation.

The IBG report reveals.

el “Synopsis of facial image recognition performance is POOR.”

o2 Test results on a “100-person database” showed “only “53% of multiple enrollees were identified correctly”
and “The comparatively small size of this database, and the error ratesencountered, call into question the
scalability of facial recognition for much larger systems’(pg 10).

o3 .. facial recognition will not be capable of successfully performing 1:300m (million) identification™(pg 17).

o4 |BGevauated a Colorado DMV case gudy using facial recognition to look for duplicate DL/ID cardholders.
On 3000 gpplicats/day, the facial recognition program produced 100-125 facial image matches/day. “False
Matches” were 99 % of those, making only 1% valid (about 1 per day or 26 per month (pages 93-94).

o5 Facial recognition has grea difficulty with facial hair and glasses (pages 30-32, 117).

*6 “Vendor’s performance projections” - “Estimated 69% corred ID rate on 300m (million) database” (pg
16). Vendor claimsfor a1:300 million environment, exceedthesmall 100-person databaseted result (53%)!

The DHS sponsored, Facial Recognition Vendor Test 2006 (FRVT 2006)" also reflected inflaed vendor estimates,
prompting biometrics expat, Ben Bavaianto daetha thetestsae “only valid for the defined circumstancesof the
NIST ITL labs” and these tests are “turned into marketing tools for vendors to push the products without doing the

right things for the technology.”

DHSWANTS MOREHIGH-TECH TOOLS-Human Dignity, Civil Rights, Testing & Fundion are Secondary



Like facial recognition, DHS shares equal disregard for other tedingprocedures. On September 18, 2007, the
Washingon Pog reported, ™" tha weeks before key government tegs of new radiaion detection eguipment, DHS
officials “helped” contractors through repeated dry runsthat enabled themto perform better during the examinations.
Congress expected to usethelong-awaited tegsto meke a$l1.2 billion decison. Congress was previousy concerned
tha DHSmided them abou the device’s effectiveness, known as Advanced Spectroscopic Portals, or ASPs.

Instead of investing in “real” security, DHS spent millions on Boeing’s “virtual fence,”that doesn’t work ¥ DHSis
also testing the “virtual strip search,” machine, AKA-backsceter device, recently deployed in Phoenix.™" Ancther
new item being tested is “Project Hostile Intent™*"' that will “identify” terrorists’ “intent” by judging behavior and
facial expressons. The susped ted procedures and failedtestsby DHS T SA aretoo numerous to mention inthis
documen.

POWER, CONTROL AND DECH T

Consider the numerous technology failures, the deceit of government agencies and the congitutional risks. How can
we trust biomerics, biomeric vendors, internaional organizations and government agencies employing biometrics?
REAL ID grants DHSamost unlimited powers. DHS can also redefinetheir powers asthey seefit. NPRM daesthat
the “official purpose” of REAL ID: "“includesbut is not limited to accessing Federal facilities, boarding Federally-
regulated commercial aircraft, entering nuclear power plants, and any other purposes that the Secretary shall
determine." The sedtion goesonto say, “...under the discretionary authority granted to the Secretary of Homeland
Security under the Act, may expand thisdefinition in the future. ”

REAL ID’s official purposes have already changedto discourage further opposition i.e. access to national parks.
Potetially, REAL ID requirements could be imposed on banking, Medicare or cashing Social Security cheds, school
ID, éc. REAL ID isasymptom of asodety that haslost contral of its government, where international
organizationshave moreinfluence over state and federal law than the people, or their elected representatives.

DL/ID Card Photo =Biometrics and deceitful enrollment. Why use facial recognition? Enrollment. The 2003 IBG
report daes “Facial recognition technology can acquire faces from almost any static camera or video,” and “Facial
recognition databases...are capable of creating darabases from facial imagesnot specifically collected for biometric
usage.” Linked databases with photos = facial recognition dat abase.

RUSHING TO FAILURE- Increasng Risk and W asting Resources

Robert Moy (DHSUS Visit) stated that “information sharing is appropriatearound theworld, and DHSplansto

crede a “Global Security Envelope of internationally shared biometric data that would permanently link individuals

with biometric ID, personal information held by governments and corporations. ™" DHSis committedto global data
sharing and is“rushing” to fulfill a global biometric dream, before November 2008. Risking it all, DHS ignores the

fads about, global biometrics, daa sharing, allowing intemational organizeionsto influence U.S law and REAL ID.

o1 Global biometric ID and database linking threaten religious rights, privacy, states’ rights, and our sovereignty.

o2 Database linking-sharing will certainly result inan 1D theft pandemic. The consolidetion of power in one
document increasesthechancesof ID fraud just as data sharing increasesthe risk of 1D theft.

o3 Facial recognition will NOT work effecively on terorids unless they submit to enrollment and shawve.

o4 Other countries will issue biometric ID based ontheir own “breeder” documents (ex. birth catificae). Based on
those “breeder” documents, e-passports will be accepted a facevalue. Personsissuing, those documents, must be
experts in identifying fraudulent “breeder” documents or the biometric ID permanently legitimizes the fraud.

o5 Thissygem placesour naional security on the shoulders of govemment employees in Peru, Columbia, Haiti,
Bolivia, P&kistan, Saudi Arabia, China, dc.

¢6 Every government must have secure “records” buildings, information technology systems and totally trustworthy



employeesprotecting highly personal information collected globally (shared databases). DHS T SA log ahard
drive with thousands andthousands of employee records. How will they securel D sydemsof other naions?

o7 DHShasdifficultieswith informaion sharing between all levels of law enforcement. How can we rely on other
naionsto share accurate and highly personal information on all their citizens?

REAL ID, Wegemn Hemisphere Travel Initiaive (WHTI), e-passport, Transportaion Worker | dentification Credential
(T WIC), backscatter, virtual fence, “Project Hostile Intent” etc. are indicators of the current DHS mindset that can’t
keep itshands ou of thetechnological cookie jar. Whiletechnical failures mount, our nation becomes less secure.
DHS is wasting billions of dollars on “high-tech” failures instead of investing in fences and people desperately needed

on our borders and in our ports. This “DHS mindset” hasnot escapedthe notice of the Government Accounting Office
(GAOQ), tha recently cited many problemswith DHS giving it a several failing grades.

REAL 1D and other bioméric laws must be repealed. Saesmust take back power from internaional organizaions,
wipe databases of biomerics and biometric compatible information, and reducethe quality of photos, makingthem
unusable for biomerics(max. 25 pixels between eye canters), protecting Sa e databases from futuretakeove's.
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THETHREAT

The REAL ID ACT of 2005 has provoked opposition from all aspects of our society. New Hampshire’'s ban
of REAL ID called it “repugnant.” Many conservative Christians oppose REAL ID for religious reasons.
Other groups, like the ACLU, oppose REAL ID but for reasons of privacy. Opposition to REAL ID is more
like a war, w here differences are thrust aside because of a common enemy. For example, REAL ID
requires digital photographs (compatible with biometric facial recognition). Therefore it violates the religious
beliefs of some smaller Christian denominations, like Mennonites, but it also violates the religious rights of
many Muslimw omen. The issue is protecting freedomfor all. This conceptw as notwasted on Corrie ten
Boom or Dietrich Bonhoeffer, the great German theologian of WWII, w ho died preserving such freedoms.

REAL ID also threatens the beliefs of mainstream, conservative, evangelical Christians. Biometrics and
database linking create an international system of financial control linked to one’s body similar to the mark
of the beast described in the Book of Revelation. Biometrics is an international ID system w ith standards,
set by international organizations. The purpose of these standards is to create a platform for sharing
personal-biometric data globally. Global data sharing is not possible unless nations and states link
databases (required by REAL ID). The Department of Homeland Security (DHS) has made it very clear that
personal-biometric information, collected by nations and corporations, will be shared globally. Similar to
Revelation 13:16, this global ID system w ould apply to “all’ just like the mark of the beast.

Rev 13:16-17

16 And he causes all, the small and the great, and the rich and the poor, and the free men and the
slaves, to be given a mark on their right hand, or on their forehead,

17 and he provides that no one should be able to buy or to sell, except the one w ho has the mark,
either the name of the beast or the number of his name.

(NAS)

Biometrics and global data sharing create a system of financial control linked to one’s body similar to
Revelation 13:16-17. This is accomplished in tw 0 main w ays.



1. Allowing and preventing financial transactions based on biometric enrollment and possession of
biometric 1D

The current “official purposes” of REAL ID w ould prevent the use of a non-compliant driver’s license/ID
card (DL/ID card) for flying commercially, entering federal buildings or entering nuclear pow er plants. More
recently, DHS added national parks to that list. How ever, DHS pow ers are not limited to those purposes.
REAL ID requirements can apply for “any other purposes that the Secretary shall determine.” and tha DHS
“may expand this definition in the future. ” Potentially, only a REAL ID - DL/ID card could be used for
banking, cashing Social Security checks, Medicare, etc. Before the 2007 “Immigration Bill” w as stopped,
biometric Social Security cards w ere proposed, and employment w ould be contingent upon possession of a
REAL ID card. In other w ords, the trend is NO BIOMETRICS = NO buying, selling and driving or flying. Of
course, one could use a passportfor official federal purposes, but they are biometric now as well.

2. Using biometrics for identification in the completion of a financial transaction

In 1996, AAMV A proposed a universal biometric DL/ID Smart Card, replacing ALL other ID and financial
documents. A microchip w ould store biometric and personal information (much like the new e-passport
today). ID would be verified before by a hand or facial scan. More recently VISA-USA began testing a

“fingerprint” credit system (no plastic). Since 1996, there have been, literally thousands of financial uses for
biometrics.

IS THIS THE ENROLLMENT FORTHEMARK OF THE BEAST?

The current biometric ID systemis not the mark of the beast, but w ould easily qualify as the enrollment
process for it. Imagine, a linked database system, containing the personal and biometric information of
almost every person in the w orld, accessible from almost anyw here in the w orld. This is the disturbing
“vision” of DHS and, unfortunately, it is happening at a staggering rate. The ICAO estimates global
enrollment into the biometric e-passport systemto be 50 million annually.

THE MARK?

For years many have speculated that the mark may be a microchip. Recently a company called Somark
(St. Louis, MO) developed ink RFID “tattoos” thatw orks like a standard RFID chip. RFID chips store and
transmit information just like a “Turnpike Pass”. A signal is transmitted that activates the RFID chip. The
chip then transmits its stored information. ID information is stored in the “digital ink” RFID “mark” or “tattoo”
imbedded in the skin and is currently being targeted for cattle, industrial and military applications.
Technologies like the RFID tattoo may provide clues as tow hat the “mark” of Revelation 13 might be.

PERMANENT ENROLLMENT

Biometric enrollment could occur simply through database linking (required by REAL ID). Existing digital
photos, in DL/ID databases, could be used for biometric facial image recognition. Linked w ith other
personal information, data could be shared globally even w ithout one’s know ledge. This is w hy ICAO and
DHS elected to use facial image recognition as the biometric of choice for global data sharing. Also, facial
recognition is suitable for public surveillance, identification and tracking.

DHS engaged in wishful thinking w hen deploying facial recognition biometrics. The tests available at the
time current laws and initiatives w ere written, proved the ineffectiveness of facial recognition. Yet, DHS
pushed this technology on U.S. citizens, spending millions and millions on an almost w orthless tool against
terrorists. Biometrics is about control, not security.

Try to get your Social Security number out of the “credit reporting” system. Impossible? It is impossible
because of database sharing. REAL ID and systems used by DHS, w ould link the databases of states and
nations. Linked databases w ould PERMANENTLY enroll Christians in a system, similar to one of
Revelation 13. A system God w ill condemn. What greater threat to religious freedom s there than this?



SPECULATING ABOUT THE FUTURE

We may speculate over w hat kind of eventw ould prompt the w orld to adopt the “mark?” ID theft? The
potential of 1D theft, in such an enormous global system, is mind-boggling. For such risks to be ignored by
DHS and Congress defies explanation. But, a global 1D theft pandemic COULD, prompt the introduction of
“other technological solutions”w here one is identified from birth using a mark. Even under REAL ID, DHS
will have the power to restrict buying, selling and moving, unless the individual has a biometric ID. Once
databases are linked, we cannot get out, solidifying that control and power over our lives. It is therefore,
conceivable how, aw orld in a financial disaster, might embrace “other technologies.”

HOW WILL CHRISTIANS ESCAPETHIS SYSTEM, WHILETHE WORLD IS ENROLL ED?

U.S. citizens can stop REAL ID, biometrics and database linking in the U.S. We can also influence other
nations to accept our non-biometric passports (even after we compelled other nations to adopt biometrics).
If this systemis the enrollment process for the “mark” then it is likely that it cannot be stopped globally.
ICAO, and UN, influence is significant. ICAO began w ork on the biometric e-passport in 1995, long before
9/11. How ever, as Christians, w e believe God wiill provide aw ay of escape thatw e may be able to endure
(1 Cor 10:13).

In the United States w e have constitutional rights protecting our religious freedom. It is therefore probable
that the United States w ill became a safe haven, protecting Christians from enrollment w hile the rest of the
world is enrolled. The irony, of course, is thatwe imposed this system on the w orld.

HOW CAN THIS SYSTEM BE STOPPED?

By February 2008, states must decide to defy REAL ID or participate in it, and request an extension. REAL
ID goes into effect May 11", 2008. Time is short! Therefore it is extremely important that all political and
religious differences be put aside and all groups opposed to REAL ID, and biometrics, pressure U.S. and
state law makers with a common voice. Stopping REAL ID, biometrics and database linking benefits all U.S.
citizens. A “fix” on this scale requires the greatest cooperation from the greatest amount of people.
Although much has been said about religious freedomin this document, and especially Christian teachings,
these issues touch every U.S. citizen. Republican, Democrat, Independent, liberal and conservative, all
citizens love their freedom and do not w ant international organizations or tyrannical departments running
the country and destroying constitutional liberties.

This is not just a, First Amendment, religious rights issue. The ACLU may be more concerned about
privacy and preventing illegal searching of personal information. But, Fourth Amendment privacy rights are
also essential to religious freedom. Stopping illegal searches, stops global database linking. Protecting
religious freedom depends on states retaining control over DL/ID cards (Tenth Amendment)--- no national
or international DL/ID. The Tenth Amendment limits federal pow ers and protects our access to the more
“flexible” pow ers of state government, thus protecting our rights to representation on a local level. The right
of representation is permanently damaged by this system since w e have no representation w ith other
nations or international organizations. Furthermore, once databases are linked, it is impossible to correct,
making it impossible for a redress of grievances (First Amendment). So, our First Amendment religious
rights are interconnected w ith other rights. All U.S. citizens share those rights. There is much roomfor
common ground and agreement. How ever, we must be focused on the real solution that serves the
common good.

We must stop biometrics, database linking-sharing and stop the influence of international
organizations on U.S. law and government agencies.

Several things must happen to dis mantle the biometric machine that has been grow ing since 1986. Below
are some proposed solutions.

Nationally —
el REPEAL REAL ID and other ID law s that depend on biometrics.



o1 Wipe existing biometric information from passport, government employee ID records, military 1D
and related databases. Another possibility is to “permanently degrade” stored images so they are
no longer usable w ith facial image recognition.

State level —

*2 Wipe high-resolution facial images and any biometric fingerprints from existing DL/ID databases.

¢3 Replace existing biometric equipment w ith non-biometric systems that is limited to low-resolution
facial images (no more than 25 pixels betw een eye centers --- current biometric ICAO standard is
90 pixels betw een eye centers). The purpose of this change is to make images “human readable”
not “machine-readable.” This makes, existing and future facial images unusable for biometrics and
pushes out the window for another “take-over’ of state ID, at least 4-10 years, depending on the
renew al cycle of each state. Using low er resolution images, evenw ith sophisticated tamper
resistant documents, will save this nation millions and millions of tax dollars that can be spent of
REAL security.

¢4 Based on vendor claims and actual results, states and federal agencies should consider financial
recovery against biometric vendors that misrepresented their products to obtain contracts.

o5 Permit residents to OPT-OUT of photo and/or Social Security Number retention by state DMV-DPS
(NH Model). This makes the state database incomplete of photo images, making it far less valuable
for biometric enrollment or federal take-over in the future. This also protects privacy. If state DL/ID
cards are securely designed, states do not need to retain the information, once the card is issued.

*6 Permit residents to use mailing addresses, instead of physical addresses (required by REAL ID).

o7 States must decide w hat technologies are best for ID document security, but w ithout biometrics or
data storage technologies like RFID chips and 2-D barcodes.

«8 |D “breeder” documents, such as birth certificates can be made more secure and verified directly
with the issuing agency. We do not need a DHS or AAMVA database or information clearing-house.

¢9 Businesses and schools, using biometrics must notify w orkers, visitors, students, parents of
students, etc. of its use of biometrics, and create non-biometric ID document alternatives for
employees, students, etc.

¢10 Hospitals must notify, parents of newborn babies, of any biometric uses (no more ink) and provide a
non-biometric alternative.

Nationally and on a state level —

el U.S. citizens must reclaim their government from the influence of international organizations such
as AAMVA and ICAO. Typically, law makers create legislation, and the appropriate department
promulgates the regulations. How ever, the dangerous influence of AAMVA and ICAQO, has infected
state and federal agencies and must be stopped. We have no hope of correcting this threat unless
the influence of such organizations is addressed and control over government agencies is restored.

DO IT -TIMEIS RUNNING OUT

The mission of Christians and pastors should be to speak-up and oppose this threat. Many hesitate to do
so because of the complexity of the subject. Don’t speak of complexity. Speak your conscience. Does it
threaten your beliefs to be enrolled in this system? If yes, then the law must be changed, not the belief.
PERIOD.

Simply tell law makers (U.S. and state) that REAL ID, biometrics, database linking and the influence of
international organizations over state and U.S. law , threaten your religious rights. Youw ill be shocked.
Many U.S. and state law makers do not know of these issues. It is up to you to tell them. Encourage them to
contact law makers in other states that have successfully stopped REAL ID. Simple letters and emails to
law makers send a huge message. Bring their attention to this overlooked issue and also confirmthe threat
to religious rights. These letters and emails DO NOT require technical know ledge, but the sincere voice of
concern. Pastors are especially pow erful. Their voice, in the mind of the law maker, represents dozens or
thousands of voters. Aggressively, stand for your constitutional rights, or you wiill lose them

Pastors, tell your congregation. Protect them fromthis threat. People are available to educate. Short



handouts and other materials can be distributed. Because many large Christian organizations have failed
to address this issue, the international ID-biometrics-religious issues have largely been ignored in the
mainstream. Individuals and pastors must petition these large organizations and their ow n denominational
headquarters to immediately oppose this issue. Today, several groups, Senators, Congressman, state
law makers, etc. have the information now and are investigating it with great concern. God is on our side.
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" Source USA Today - Phoenix test sitefor TSA X-ray -
http://www.usat oday .com/printedition/news’20061201/1a lede0l.at.htm




o Source DHS- Deception Detection: Identi fying hostile intent — http://www.home andsecurity. org/snapshots/newsl etter/2007-

05.htm#deception
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Source GCN —DHS pushes globd data sharing — http//www.gen.com/print/26 _03/43061-1 html

A brief list of laws, initiatives and treaties being used to impose a gobal biometricID system

el The “Commerciad Motor Vehicle Safety Act of 1986 attempted to imp ose biometrics on state ID
for identifying commercial driver’s license holders

o2 1995 ICAOQO began work on biometric M achine Readable Travel Documents (M RTD’s) resulting in
ICAO 9303 TAG-M RTD/17-WP/16 pdf (1-6-07)

¢3 The “lllegd Immigration Reform and Immigrant Responsibility Act of 1996” set federal
standards for all driver’s license/ID cards (DL/ID cards) and placed state DL/ID card design under
theinfluence of AAM VA

¢4 “Enhanced Security and Visa Reform Act of 2002” — biometrics coll ected on visa holders - Visa
Waiver nations issue biometric passports designed by ICAO



5 REAL ID ACT of 2005 and NPRM require states to:
1. Collect, store and share highly persond information verified through online sy stems (ex.
DHS “federated querying” system or AAM VAnet)
2. Adopt global biometric DL/ID card standards set by AAM VA and ICAO “9303” photo
standards complying with “biometric data interchange formats” making all photos compatible
with facid recognition software
3. Link state DL/ID databases, creating common database sysems (DLA model) — Once
databases link, the photos can be accessed by government agencies outside the state. The images
can then be used with common facial recognition sygems. Sate database linking and
information sharing permanently enrolls U.S. citizens in agloba biometric sy stem. Data cannot
beretrieved once distributed. The shared data can then be shared gobadly as part of an
internationa database linking sy stem.

el Initiatives— WHTI (Western Hemisphere Travd Initiative) requires apassport for travel between
Canada, United States and M exico as of 2007- WHTI meant new applicants issued new biometric e-
passports (ICAO design). DHSbegan pilot program with Washington, Arizonaand New York to
issue biometric DL/ID card/passport hy brid acceptable as passport. TWIC (Transportation Worker
Identification Credential) - Requires biometric ID cards for thousands of government employ ees

o2 July 2007, the EU and US begin sharing new database information on travelers, including
“racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union
membership" and “data about an individual's health, traveling partners and sexual orientation”
accordingto aJuly 27™ 2007 Washington Post article. Such data collection and sharing depends on
other federa laws, likethe recently revised FISA, to permit surveillance and data mining of
information on U.S citizens. Robert M ocrny (DHSUS Visit) statedthat goba data sharingwould
begin with Europe, Asia(GCN February 5" 2007).



